IMAMSTKA
JIJISI OBYUAIOIIIUXCS Ob TH®OPMAIIMOHHOM FE3OITACHOCTH
NETEN

HEJIb31

1. Bcem moapsin cooOmaTh CBOO YacTHYIO HHGOPMAIUIO (HACTOSIIHE UMs, (haMUITHIO, TeIe]oH,
aJipec, HOMep IIKOJIbI, a Takke GoTorpaduu CBOU, CBOCH CEMBH U JIpy3ei);

2. OTKpbIBaTh BJIOKEHHBIE (Pailyibl 3JIEKTPOHHOM MOYTHI, KOT/1a HE 3HACIIb OTIIPABUTES;
3. I'pyOuTh, mpuaANpaTHCS, OKA3bIBATh JaBJICHHE — BECTH Ce0s HEBEXKIIMBO U arpPEeCCHBHO;

4. He pacnopspkaiicss JeHbraMu TBOEW ceMbH 0€3 pa3pellleHus CTapIInX - BCEr/ia CIpauinBai
poauTeneu;

5. He Bctpeuaiics ¢ THTepHET-3HAKOMBIMHU B pPEaIbHOM KU3HU - IIOCOBETYMCS CO B3POCIIBIM,
KOTOPOMY JOBEpSIEIIb.

OCTOPOXHO

1. He Bce mumyt npasay. Ynurtaenis o cede HenpaBay B IHTepHETE — cOOOIIN 00 3TOM CBOUM
POAUTEIIAM U OINICKYHAM

2. IlpurnamaroT nepenuchiBaThCs, UTpaTh, 0OOMEHUBATHCS - TIPOBEPD, HET JIU MOJIBOXA;
3. He3akonHoe konupoBaHue ¢aitioB B IHTEpHETE - BOPOBCTBO;
4. Beerpaa paccka3bpIBaid B3pOCIbIM O TTpo0ieMax B CETH - OHU BCETia IOMOTYT;

5. Ucnonw3yit HaCTpOWKHU 0€301MacHOCTH 1 MTPUBATHOCTH, YTOOBI HE TIOTEPSATH CBOU aKKAyHTHI B
COIICETSAX U IPYTUX MOpTaiax.

MOKHO

1. YBaxail 1pyrux noJjib30BarTeseu;

2. Tlonb3yenibest THTEpHET-UCTOYHUKOM - JIeJIail CChUIKY Ha HETO;
3. OTKpbIBail TOJIBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4, O6H_[aTBCH 34 [IOMOIIBIO B3POCJIbIM - POAUTCIIN, ONICKYHBI U aIMUHUCTPALINA caiToB BCCria
IIOMOT'YT;

5. Ilpoiian oOyueHue Ha caiite «CeTeBUUOK» U MOIYYH NacnopT HU(pPOBOro rpaxaaHuHal
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O HampaBieHHH HHPOPMALUU

© Martepuan u3 CripaBouHoii cuctembl «O0pa3oBaHUE.
[Monpo6wuee: http://vip.lobraz.ru/#/document/97/443572/po480/?0f=copy-fabfc4bbf0



http://vip.1obraz.ru/#/document/97/443572/po480/?of=copy-fabfc4bbf0

NHO®OPMAIIMOHHASA MAMATKA JIUISA OBYYAIOIIIUXCA

C xaJIpIM TOJIOM MOJIOZIC)KH B UHTEPHETE CTAHOBUTHCA OOJIbIIIE, @ IIKOJIBHUKH OJTHU U3 CAMBIX
AKTUBHBIX IOJIb30BaTenel Pynera. Mex 1y TeM, IOMHUMO OTPOMHOTO KOJIMYECTBA
BO3MOJKHOCTEH, MHTEPHET HECET U MPOOIeMbl. DTa MaMsTKa JIOJDKHA IIOMOYb Tebe 6e3011acHo
HaXOJUTHCSI B CETH.

KomnbrorepHblie BUpPYyChI

KoMmibroTepHbiii BUPYC - 3TO pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOTrPAMM, OTINYUTEIHON
0COOEHHOCTBIO KOTOPOH SIBIISIETCSA CLIOCOOHOCTH K pa3MHOXKEHHIO. B oNOTHEHNE K 3TOMY,
BUPYCHI MOT'YT OBPEUTH WU MOJHOCTHIO YHUUTOXKUTH BCe (ailiibl U TaHHbIE,
MOIKOHTPOJIBHBIE TTOJIB30BATEII0, OT UIMEHU KOTOPOTO OblIa 3ammyleHa 3apakxEHHas IporpamMmma,
a TaKKe MOBPEIUTh WIN Ja’Ke€ YHUUTOKUTh ONEPAllMOHHYIO CUCTEMY CO BCEMHU (ailiaMu B
1enoM. B 6obIIMHCTBE CilydaeB pacipOCTPaHsIOTCS BUPYChl Yepe3 UHTEPHET.

MeToAbI 3aIIMTHLI OT BPEAOHOCHBIX ITPpOrpamMm:

1. Ucrionp3yii COBpEMEHHBIE OTIEPALIMOHHBIE CHCTEMBI, UMEIOIINE CEPhE3HBIA YPOBEHD 3aIUThI
OT BPEIOHOCHBIX TIPOTPAMM;

2. IlocTosHHO ycTaHaBnMBal nadytu (U poBbIe 3aJIaTKU, KOTOPble aBTOMATUYECKU
YCTaHaBIIMBAIOTCA C LENbIO T0PA0TKU MPOrpaMMBbl) U Ipyrue 0OHOBIIEHUS CBOEH ONepalluOHHOMN
cucteMbl. CkaunBail MX TOJIBKO ¢ o(unranbHOro caita pazpadorunka OC. Ecnu cymectByet
PEXHUM aBTOMaTHYECKOTO OOHOBJIEHHUSI, BKIIIOUH €T0;

3. PabGoTaii Ha cBOEM KOMITBIOTEPE IO/ IPaBaMU T0JIb30BaTElIs, a He aAMUHUCTPATOpa. ITO HE
MO3BOJIUT OOJILIIMHCTBY BPEJOHOCHBIX MPOTPaMM MHCTANIMPOBATHCS HA TBOEM MEPCOHATBHOM
KOMIIBIOTEPE;

4. Vicrionb3yii aHTUBUPYCHBIC TIPOIPaMMHBIC TTPOYKTHI M3BECTHBIX IPOU3BOAMTENCH, C
ABTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub GpU3NYECKU JOCTYI K KOMIBIOTEPY JUIsl IOCTOPOHHUX JIULL;

6. Ucrnonib3yil BHEIIHUE HOCUTENH HH(DOpMAaLNK, TaKue Kak (ielika, TUCK win (aiin u3
WHTEPHETA, TOJIbKO U3 MPOGEPEHHBIX HCTOYHUKOB;

7. He oTkpbiBaii KoMIbOTepHBIE (Daiiiibl, HOTYyYSHHBIE U3 HEHAAEKHBIX HCTOYHUKOB. Jlaxke Te
(aiinbl, KOTOpbIE MpUcIal TBOM 3HAKOMBII. Jlydille yTouHH y Hero, OTIpaBisil U OH Tebe ux.

Cern WI-FI

Wi-Fi - a0 He Bua mepeiauu JaHHBIX, HE TEXHOJIOTHS, a BCEro JHIb OpeHn, Mapka. Emie B 1991
roJly HUJiepiaaH/cKas KoMnanus 3apeructpuponana operst « WECAy, uro o603Hayano
cnoBocouetanue « WirelessFidelity», koTopblil mepeBoauTCs Kak «OecrpoBOAHAsS TOUHOCTBY.

Jlo Hariero BpeMeHHU JIoIIlIa Apyras ab0peBuarypa, KoTopas sSBIsSETCS TaKOU e TEXHOJIOTUEH.
Oto abbpeBuarypa «Wi-Fi». Takoe Ha3BaHue ObLIIO TaHO C HAMEKOM Ha CTAaHAAPT BBICIIHIA
3BykoBo# TexHuku Hi-Fi, uTo B mepeBoie 03HAYaeT «BBICOKAsi TOUHOCTHY.

Jla, GecriiaTHBIN HHTEPHET-AO0CTYI B Kade, OTENAX U adpoNopTax SBISETCS OTIMYHOM
BO3MOXHOCTBIO BBIXOJa B UHTEpHET. HO MHOTHE 3KCTIEPThI CYUTAIOT, YTO 00IIe0cTynHbIe Wi-
Fi cetu He saBisgr0TCS 0€30I1aCHBIMU.



CoBeTsl 110 0e30macHOCTH padoTe B 001men0cTYNHBIX ceTsax Wi-fi:

1. He mepenasaii cBoro Tn4Hyto nHGopManuto yepes odmenocrynusie Wi-Fi cetu. PaboTas B
HHUX, KCJIATCJIbHO HC BBOAUTH I1apOJI AOCTYIIA, JIOTUHBI U KAKHC-TO HOMCPA,

2. Vicnonp3yit 1 0OHOBIIAN aHTUBUPYCHBIE TPOrpaMMBbI U Opanamayep. Tem caMbIM Th
obe3omacuiib ceds OT 3aKaYKy BUPYyCa Ha TBOE YCTPOMCTBO;

3. IIpu ucnonb3oBannu Wi-Fi otkmoun ¢pynknuto «O0muii 1ocTym K (aiiinam u mpuHTEpam».
JlanHast GYHKIUS 3aKphITa [0 YMOJTYAHHIO, OJTHAKO HEKOTOPBIE MOJIb30BATEIN aKTUBUPYIOT €&
TS yIoOCTBA UCITOJIB30BaHMSI B paboTe min yueoe;

4. He ncnonp3yit myoauunsiii WI-FI 1 nepeaun TMUHBIX 1aHHBIX, HAIPUMED Ul BBIXOJA B
COLIMAJIBHBIC CETH WJIU B DJIEKTPOHHYIO IIOYTY;

5. Umonw3yit Tosbko 3amuinennoe coenunenne uepe3 HTTPS, a ue HTTP, T.e. npu Habope BeO-
azpeca BBOAU UMEHHO «https://»;

6. B MoObunsHOM Tenedone otkimoun ¢pynknuto «Ilogkmouenne k Wi-Fi aBTtomarnuecku». He
JIOTTyCKall aBTOMAaTUYECKOTO MOJKII0UeHNs ycTpoiicTBa Kk ceTsiM Wi-Fi 6e3 TBoero cornacusi.

ConuajbHbIe ceTH

COI_[I/IaJ'II)HI)Ie CCTU aKTUBHO BXOJAT B HAIly ) KU3Hb, MHOT'HEC JIFOAU pa60Ta}0T H )XUBYT TaM
nocTosiHHO, a B Facebook yke 3apernctpupoBan MIIITHAP,T YEIOBEK, YTO SBIISETCS OJHOM
CeIbMOM BCeX KHUTENeH TUIaHeThl. MHOTHE MOJIb30BaTE I HE IIOHUMAIOT, YTO HH(pOpMaIus,
pa3MeleHHasi UMY B COIIMATIBHBIX CETSX, MOKET ObITh HaliJICHa U HCIIOJIb30BaHa KEM YrOJIHO, B
TOM YHCJI€ HEe 00513aTEeBHO C OJaruiMu HaMEPEHHUSIMHU.

OcHoBHbBbIE COBETHI M0 0€30MACHOCTH B COIMAJIbLHBIX CETHAX:

1. Orpanndb CUCOK Apy3el. Y TeOs B APY3bsiX HE JOJDKHO OBITh CIIYYaHBIX M HE3HAKOMBIX
JIFOJIEH

2. 3amuiiai CBOIO YacTHYIO KU3Hb. He yka3bpiBaii maposu, TenedoHsl, aapeca, 1aTy TBOETO
POXKIIEHUS U IPYTYIO JTHUHYIO HHPOPMAIUIO. 3T0YMBIIUICHHUKH MOTYT HCIIOIb30BaTh JIaXKe
MH(OPMALIHIO O TOM, KaK Thl ¥ TBOM POJUTEININ IUIAHUPYETE IPOBECTU KAHUKYJIBI;

3. 3ammuinaii CBOI0 permyTaluio - IEp>KU €€ B UUCTOTE U 3aJaBaii cede Bompoc: XoTen Obl ThI,
9YTOOBI Jpyrye MoJIb30BaTEeIN BUACIH, YTO Thl 3arpyskaeiisb? [logymait, mpexae 4em 4To-To
OMyOJIMKOBATh, HAMKCATD U 3aTPY3UTh;

4. Eciu ThI ropopuuib € JIOAbMH, KOTOPLIX HEC 3HACIIIb, HC HCHOJIB?»Yﬁ CBOC pC€ajIbHOC UM U
APYTYIO JINYHYIO I/IH(bOpMaI_II/II/IZ M, MECTO KUTCIILCTBA, MECTO y‘Ie6bI H IIpoYce;

5. N36eraii pa3menienus ¢ororpaduii B IHTepHETE, I1e Thl M300pakeH Ha MECTHOCTH, 110
KOTOPOU MOYHO OIPEAEINUTE TBOE MECTOIIOJIOKECHHUE;

6. HpI/I perucTtpanu B COILIMAJIBHOM CETH H606XO):[I/IMO HCIIOJIb30BAaTh CJIOKHBIC IMMAPOJIH,
COCTOAIIUC N3 6yKB u I_II/I(1)p " C KOJITMYCCTBOM 3HAKOB HE MCHEC 8;

7. JInst conuanbHOM CEeTH, MOUTHI U IPYTUX CAUTOB HEOOXOJMMO HCIIOJIb30BaTh Pa3HbIE MAPOJIH.
Torna eciu Te0st B3JIOMAIOT, TO 3JI0YMBIIUICHHUKH TTOJTy4aT TOCTYIT TOJIBKO K OJTHOMY MECTY, a
HE BO BCE Cpasy.



JIeKTPOHHbBIE IEHbTH

DNEeKTPOHHBIE JICHBI'M — 3TO OYEHb YAOOHBIN CIIOCO0 MIaTexei, OJHAKO CYIIEeCTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT HOJYYUTh 3TU ACHBIH.

3JICKTpOHHBIe JCHBI'N ITOABHUJIMCH COBCEM HCAABHO M KIMCHHO HM3-3a 3TOI'O BO MHOTI'HX
rocyaapCrBax 10 CHUX IIOP HEC NPOIKHCAaHO IIPO HUX B 3aKOHAX.

B Poccun sxe oHM PYHKIIMOHUPYIOT U O HUX YK€ MPONKMCAHO B 3aKOHE, € UX pa3/IeisitoT Ha
HECKOJIBKO BHUJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HuIIa B TOM, 4YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3pelaeTcsi IPpOBOIUTH ONepaluy 0e3 ueHTU(UKALUY [I0JIb30BaTeNs, a B
HEAHOHMMHBIX UICHTH()HUKALNY T0Ib30BATEIS SBIAETCS 0053aTeIBHOM.

Taxxke cneayer pa3nuyarh JIEKTPOHHbIE (UATHBIE IEHBIU (PaBHBI FOCYIaPCTBEHHBIM BaJIOTaM)
U DJIEKTPOHHbIE HE(PHUATHBIE IEHbI'H (HE PaBHbI TOCY1APCTBEHHBIM BAIIOTAM).

OcHoBHbIE cOBeThI N0 0e30nacHoii padoTe ¢ 3JIeKTPOHHBIMHU 1eHbI AMU:

1. IIpuBsixku K cueTy MOOUIIBHBIN Tene@oH. ITO camMblil y10OHBIN U OBICTPBINA CIIOCOO
BOCCTaHOBUTH JOCTYII K cueTy. [IpuBsi3anHbIi TenedoH NOMOXKET, eciiv 3a0y/ellb CBOH
IJIATEeKHBIN MapoJib WK 3aiJeNIb Ha CAT C HE3HAKOMOIO YCTPOMCTBA;

2. Ucnonb3yit ogHOpaszoBbie mapoiu. [locne mepexoaa Ha YCHIICHHYIO aBTOPHU3AIUIO Te0e yKe
He OyJIeT yrpo’kaTh OMAaCHOCTh KPakul WJIM TIepexBaTa TIaTeKHOTO MapoJis;

3. BeiGepu cnoxusbIi maposb. [IpectymankaM OyneT He MPOCTO yrajaaTh CIOXKHBIN apoJib.
Hagexxnble maposnu — 3T0 nmapoJid, KOTOpbIe COJAepKaT He MEeHee 8 3HAKOB U BKIIIOYAIOT B ce0d
CTPOYHbIE U MPOMUCHBIE OYKBBI, HU(PHI U HECKOJIBKO CUMBOJIOB, TaKHE KaK 3HaK J0JuIapa,
(dbyHTa, BOCKIUIIATEIBHBIN 3HAK U T.I. Hanpuwmep, StROng!;;

4. He BBOAM CBOM JTMYHBIE JaHHBIE HA CaiiTaX, KOTOPBIM HE JIOBEPSICIIIb.
DJIeKTPOHHAS MOYTA

DNeKTpOHHAs OYTa — 3TO TEXHOJOTHUS U MPEJOCTABISIEMbIE €10 YCIYTH 110 EPECHUIKE U
MIOJIyYEHUIO AJIEKTPOHHBIX COOOLICHUM, KOTOPBIE PACIIPEAEISIOTCS B KOMITBIOTEPHON CETH.
OOBIYHO ANEKTPOHHBIN MOYTOBBIH SIIUK BBITISIUT CIEIYIOIIUM 00pa3oM:
UMs_TIONIb30BaTeNSI(@uUMs_ToMeHa. Takxke KpoMme nmepeaayd MpoCToro TeKecTa, HMeeTcs
BO3MOXHOCTH TiepeiaBaTh (ailibl.

OcHoBHBIE COBeTHI 10 0e30nacHOM padoTe ¢ 3J1eKTPOHHOM MOYTOI:
1. Hago BeIOpaTh nmpaBuiibHBIN NOYTOBBII cepBUC. B MHTepHETE €cTh OrPOMHBII BEIOOD
OecCIJIaTHBIX MMOYTOBBIX CEPBUCOB, OJTHAKO JIyUIlle TOBEPSITh TEM, KOTO 3HACIIIb U KTO MEPBBI B

pEUTHUHrE;

2. He yka3piBaii B TMuHOM nouTe Iu4yHyto HHopmaruio. Hampumep, syuiie BbIOpaTh
«My3bIKaIbHBIN (haHaT@» miu «pok2013» BMecTo «remal3»;

3. Mcnonb3yil IBYX3TanHyI0 aBTOPU3aLUIO. JTO KOTJa IOMUMO NapoJisl HY’)KHO BBOIUTH KOJ,
npucblIaeMblil o SMS;

4. BriOepu cl0KHBINA TapoIib. 11 Ka)XA0ro MOYTOBOTO SAIUKA JOJKEH OBITh CBOW HAJACKHBIMH,
YCTOWUYMBBIN K B3JIOMY I1apOJIb;



5. Ecimn ecTh BO3MOXKHOCTB HalMCcaTb CaMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH ITY
BO3MOKHOCTb;

6. Mcronb3yil HECKOJIBKO TOYTOBBIX SIIUKOB. [IepBbIii U1 4acTHON MEPENMCKHU ¢ aipecaTaMu,
KOTOPBIM ThI IOBEPSIELIb. DTO IIEKTPOHHBIN a/IpeC HE HAJI0 UCIOIb30BaTh IIPU PETUCTPALIUU Ha
dbopymax u caiitax;

7. He oTkpeiBaii (paitsiel v Ipyrue BIOKEHUS B TUChMaX J1a)K€ €CJIM OHM MPUIIUIA OT TBOUX
npy3ei. Jlydine yTouyHu y HUX, OTIPABIISUTHA JIU OHU TeOe 3Th (haiiibl;

8. ITociie okoHYaHUs paOOTHI Ha TOYTOBOM CEPBUCE TEPE]T 3aKPHITUEM BKIIAJKH C CANTOM HE
3a0y/1b HAXKATh Ha «BBIATHY.

Ku6epOy/uiuHT MM BUPTYaJibHOE U31€BATEIbCTBO

KubepOynnuHr — mpeciienoBanre coOOOIEHUIMHU, COACPKAIIMMU OCKOPOICHUS, arpecCcHio,
3aIyTHUBAHKE; XYJIUTAHCTBO; COIMATBHOE OOHKOTHPOBAHUE C TIOMOIIBIO PA3IMYHBIX HHTCPHET -
CEpBHUCOB.

OcHoBHBIE COBeTHI 10 00pbOe ¢ KHOepOyIJIMHIOM:

1. He Gpocaiics B 60#. JIyqmnii cioco0: TOCOBETOBATHCS Kak ceOst BECTH M, €CIIA HET TOTO, K
KOMY MOKHO O6paTI/ITI)C$[, TO BHA4YaJIC YCIIOKOUTHLCH. Ecnu TeI HayHeL 0OTBEYATE
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO ellie OOJIbIIe Pa3oioKenTh KOH(IIHKT;

2. YrpaBisiii cBoei KubeppenyTaiuei;

3. AHOHMMHOCTH B ceTd MHUMas. CyIIecTBYIOT CIIOCOObI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He cTouT BeCTH XyJIUTAaHCKUN 00pa3 BUPTyaabHOU Xu3HU. IHTEpHET (UKCUPYET BCE TBOU
NEUCTBUS U COXpaHSIeT UX. Y JAIUTh UX OyJeT KpaiHe 3aTpyJHUTEIbHO;

5. Cobnromaii CBOM BUPTYaIbHYIO YECTh CMOJIOY;

6. Urnopupyii enuHuYHbINA HeratuB. OHOPA30BbIE OCKOPOUTEIBHBIE COOOIIECHUS TyUIIe
urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcsi Ha Ha4aJIbHOM CTaauu;

7. ban arpeccopa. B [mporpammax 0OMeHa MTHOBEHHBIMU COO6H_ICHI/I$IMI/I, B COIMAJIbBHBIX CCTAX
€CTb BO3BMOXHOCTbB 6J'IOKI/Ip0BKI/I OTIIPAaBKH COO6H.I€HHﬁ C OIIPCACJICHHBIX aApPCCOB;

8. Ecimu ThI CBHUACTCIIb KI/I6ep6y'J'IJ'II/IHFa. TBou nelicTBus: BBICTYIIUTD IIPOTUB IIPECICAOBATCIIA,
IIoKa3aTb €My, 4TO €ro HeﬁCTBHH OLCHHUBAKOTCA HCTAaTUBHO, ITOAACPKATh KCPTBY, KOTOpOﬁ
HY)XHA IICUXOJIOTHYCCKasA IOMOIIb, COO6H_[I/ITL B3pPOCJIBIM O (baKTC arp€CCUBHOIO IMOBCACHUA B
CCTH.

MoOubHbIi TesaedoH

CoBpeMeHHbIe cMapT(OHBI U IIAHIIETHI COJIepKaT B ceOe BIOJIHE B3pOCIbIN (PYHKIIMOHAI, U
Terepb OHU MOT'YT KOHKYPHUPOBATh CO CTallMOHAPHBIMH KOMITbIoTepamMu. OJIHAaKO, CPEICTB
3aUTHI I TOJJOOHBIX YCTPOUCTB MOKA OYeHb Malio. TecTupoBaHUe U MOUCK YSI3BUMOCTEH B
HUX IPOUCXOJUT HE TaK MHTEHCUBHO, Kak a1 [1K, To ke camoe kacaercsi 1 MOOMIIbHBIX
MIPUIIOKEHUHN.



CoBpeMeHHbIE MOOUIIbHBIE Opay3ephl yXKe MPAKTHUECKH TOTHAIM HACTOJIbHBIEC aHAJIOTH, OJTHAKO
pacimupeHue QyHKIMOHAIA BIIeUeT 32 CO00# OOJIBIIYIO CII0KHOCTh U MEHBIIYIO 3AIIUIIEHHOCTD.

Jlanexo He Bce MPOU3BOANUTEINN BBHITYCKAIOT OOHOBJICHHUS, 3aKPHIBAIOIINE KPUTUIECKHE
YSI3BUMOCTH 11 CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI 1JI51 0€30MACHOCTH MOOHJIBLHOTO Tele)oHAa:

1. Huuero He sBIIIeTCS IO-HACTOSIIEMY OecIUIaTHBIM. Byib OCTOpOKEeH, Be/Ib Kora Tede
npeiaraT OecIIaTHRIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKUE-TO TUIATHBIE YCIYTH;

2. dymaii, mpexie 9eM otinpaButh SMS, ¢oTto nnm Buaeo. Tl TOYHO 3HACIB, T/I€ OHU OyIyT B
KOHEYHOM uTOre?

3. Heo0xo1umMo 0OHOBIISATH ONIEpallMOHHYIO CUCTEMY TBOEro cMapThoHa;
4. Vcrionb3yit aHTUBUPYCHBIE TPOIPAMMBI /17151 MOOUIIBHBIX Telle(hOHOB;

5. He 3arpyail npuiaokeHus OT HEU3BECTHOIO UCTOYHUKA, BEJIb OHU MOTYT COJICPKATh
BpPEJOHOCHOE MPOTPaMMHOE 00eCIIeUeHUE;

6. [locne Toro Kak ThI BeIHJIENIb C caiiTa, I'/ie BBOAWI JIMYHYIO HH(OPMAIIHIO, 3aii11 B HACTPOMKHI
Opay3epa u ynanu cookies;

7. Ileproauuecku IpoOBEPsI KaKKe MJIaTHBIE YCIIYT'M aKTHBUPOBAHBI HA TBOEM HOMEDE;

8. JlaBaii cBOM HOMEP MOOMIIBLHOTO Tesie)OHA TOIBKO JIFO/ISIM, KOTOPBIX ThI 3HACIIh U KOMY
JOBEPSEIIb;

9. Bluetooth momxen ObITh BBIKITIOUEH, KOT/Ia ThI MM HE MOJIb3yenibcs. He 3a0biBaii mHOT 1A
MIPOBEPSATH ATO.

Online urpwl

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPACOUHBIE, 3aXBaThIBAIOIINE PAa3BICUCHUS, 00bEIUHSIONINE
COTHH ThICAY YEJIOBEK MO BceMy MUpy. Irpoku uccneayroT JaHHbII UM MUp, 00I1Ial0TCs JPYT C
JPYroM, BBITOJIHSIOT 33/1aHUs, CPAXKAIOTCS C MOHCTPAaMU U TOJIYYalOT OTbIT. 3a YAOBOJILCTBUE
OHM ILJIATAT: MOKYIMAIOT JUCK, OTUIAYMBAIOT A0D0OHEMEHT WJIM MPHOOPETAIOT KaKUe-TO OMIIUY.
Bce a1 cpeicTBa uayT Ha MOAEpKAHKUE U Pa3BUTHE UTPhI, a TAKXKE Ha caMy 0€301aCHOCTb:
COBEPIICHCTBYIOTCSI CUCTEMBI aBTOPU3AIINH, BBIITYCKAIOTCS HOBBIE AaT4X (IIU(POBbHIE 3aIUIaTKH

JUIS IPOTPaMM), 3aKPBIBAIOTCS YSI3BUMOCTHU CEPBEPOB.

B HO,Z[O6HBIX HUIrpax CTOUT OIACATHCA HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXu TBOCTO
apoJisi, Ha KOTOpOM OCHOBAaHAa CUCTEMA aBTOPU3ALIUU OOJIBIIMHCTBA urp.

OcHOBHBIE COBETHI 10 0€30MACHOCTH HTPOBOI0 AKKAYHTA:

1. Eciu ipyroit urpox BezeT cedsl II0X0 WK co3aeT TeOe HeMPHUATHOCTH, 3a0JI0KUpPYil ero B
CIIMCKE UTPOKOB;

2. HO)KB.J'IyﬁC)I AAMUHUCTPATOpPAM HUI'PBI HA IIJIOXOC NTOBCACHUC 3TOTO UI'POKA, KEJIATCIIBHO
MPUIIOKUTHL KAKHUC-TO NOKA3aTCIILCTBA B BUIC CKPHUHOB;

3. He ykasbiBaii 1MuHyI0 HHGOpPMAIKIO B Ipodaiisie urpsl;



4. YBaxkail Ipyrux y4acTHUKOB IO UTPE;
5. He ycranaBnuBaii Heo(pUIIMATBHBIE TTATYU W MOJIBI;
6. Vcroib3yil ClI0>KHBIE U pa3HbIE [1apOJIH;

7. Jlaxe BO BpeMs UI'Pbl HE CTOUT OTKIKOYaTh aHTUBUpPYC. [I0Ka ThI Urpaemb, TBOM KOMIIBIOTED
MOTYT 3apa3HTh.

OUINMHT WIN Kpaka IUYHbIX JaHHBbIX

OObIYHOM KpaXkel JIEHeT U JIOKYMEHTOB CEroJHs Y>K€ HUKOI'O HE YAUBHILb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 3JI0YMBIIUICHHUKN IEPEMECTUIINCH B UHTEPHET, U ITPOIOJKAIOT
3aHUMATHCS WIFOOUMBIMY» JETIOM.

Tak nosiBuack HOBasi yrpo3a: HUHTEPHET-MOLIEHHUYECTBA WM (DUIITUHT, TJIaBHAs 11eJ1b KOTOPOTO
COCTOMT B NOJIy4€HUHU KOH(UIEHIMATBHBIX JaHHBIX M0JIb30BaTeNe — JIOTHHOB U napoJjeil. Ha
aHrnuickoM s3bike phishing untaercs kak ¢puimuHr (ot fishing — priOHas noBms, password —
apoJib).

OcHoBHBIE COBETHI 10 00pbOe ¢ GUIIUHIOM:

1. Cneam 3a cBoMM akkayHTOM. Eciu ThI mo103peBaelib, 4To TBOSI aHKeTa ObUIa B3JIOMaHa, TO
HE00X0IMMO 3a0JI0KUPOBAThH €€ U COOOIINUTH aAIMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO
CKOpee;

2. Ucnonb3yit 6e30macHbie BeO-CaliThl, B TOM YHCIIC, HHTEPHET-Mara3uHOB U TIOMCKOBBIX CUCTEM;

3. Vcnionb3yii ClOXKHBIE U pa3HbIe MTapoyi. Takum 00pa3om, eciiu TeOs B3JIIOMAIOT, TO
3JI0YMBIIIJIEHHUKY TOJIY4aT JOCTYI TOJIBKO K OJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3JIOMaJId, TO HCO6XO,Z[I/IMO nIpeaAynpeaInuTb BCEX CBOUX 3HAKOMBIX, KOTOPBIC
,Z[O6aBJ'IeHI>I y TeOs B APY3biX, O TOM, 4YTO Te0s1 B3JIOMaIu X, BOBMO>KHO, OT TBOCT'O UMCHHU 6y,I[€T
PacCChblIAThCs CIIaM U CCBIJIIKHM Ha (1)I/IH_II/IHI‘OBBIe CaﬁTBI;

5. YcranoBu HanexHbIH mapoJib (PIN) Ha MoOuIbHBIM TenedoH;
6. OTKIII0YM cOXpaHEeHHe MapoJisi B Opaysepe;

7. He oTkpbIBaii pailinbl u Apyrue BIOXKEHHs B MUCbMAX JIaXK€ €CJIM OHU MPHUILIH OT TBOUX
npy3ei. Jlydiie yrouHu y HUX, OTHPABIISUIM JIM OHU Tebe 3TH (aiiibl.

n¢pposas penyrauus

[Mudposas pemyranus - 3T0 HEraTUBHAs WM MO3UTHBHAS HH(OPMAIUS B CETH O Tebe.
Komnpomerupyromas nHGpopmaius pa3MelieHHas: B UHTEpPHETe MOKET CEphe3HbIM 00pazoM
OTpa3uThcs Ha TBOEH peanbHOM ku3Hu. «{udposas pemyraius» - 370 TBOH UMUK, KOTOPBIN
dbopmupyetcs u3 nHpopMaluu o Tebe B UHTEPHETE.

Mecrto KUTCIILCTBA, y‘Ie6H, TBOC q)HHaHCOBOG IIOJIOKCHUC, 0COOCHHOCTHU XapakKTepa U pacCKa3bl
0 OJIM3KHUX - BCE ATO HAKAILIMBAETCS B CETH.

MHorue noJipoCTKH JIETKOMBICIIEHHO OTHOCATCS K IMMyOIMKallUU JIMYHON MH(OpMaIiy B
HHuTepHeTe, HE MOHUMas BO3MOXHBIX MOCIEeACTBUM. ThI 1aXe He CMOKEIIb 10TaJaThCsl O TOM,
4yTo (oTorpadusi, pa3melieHHas 5 1eT Ha3al, cTaja NIPUUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.



Kommenrapuu, pazMenienue TBoux Gororpaduit u Apyrue JeicTBUS MOTYT HE HCUE3HYTh JIaxKe
MOCJIE TOTO, KaK Thl UX YAAIHIIb. Thl HE 3HACIIb, KTO COXPAHUI 3Ty HH(POPMALIKIO, TTONalia I
OHA B TIOMCKOBBIE CUCTEMBI H COXPAaHWIIACh JIM OHA, a IIIaBHOE: YTO MOAYMAIOT O TeOe

OKpY Karollee JIF01, KOTOpbIe HAWIYT U YBUIAT 3T0. HaiiTn mHpOpMannio MHOTO JIET CITyCTs
CMOXeET JI000H - KaK U3 T00phIX MOOYXKIEHUH, TaK M ¢ HAMEPEHUEM IPUYMHUTH Bpea. DTO
MOXeET OBITh KTO YTOJTHO.

OcHoBHbIE cOBeTHI N0 3amuTe HUGPOBOI penyTanum:

1. IMoxymaii, mpexae yem 4To-To IyOIMKOBATh U MepeaBaTh y ceds B OJI0Te WU B COIIMATBHON
CeTH;

2. B Hactpoiikax npo¢uiisi yCTaHOBU OTPaHUYEHUs Ha IIPOCMOTP TBOETO NPOPHIIS U €ro
COAEPKUMOTO, CIIETAl €ro TOJBKO «UJISl APY3EN»;

3. He pa3memaii u He yka3biBail HHGOPMAIIHIO, KOTOPast MOXKET KOTO-JTM00 OCKOPOJIATh UITH
00MXKaTh.

ABTOpCKOE PaBo

CoBpeMeHHbIe ITKOJIbHUKH- aKTHBHBIE MTOJI30BaTeNu Iu(ppoBoro npoctpancTBa. OqHaKko
JAJIeKO He BCE 3HAIOT, YTO IMOJIb30BAHUE MHOTUMH BO3MOXKHOCTSIMH IIH(POBOTO MUpa TpedyeT
coOJTI0/IeHUS TPaB Ha MHTEJUICKTYaJbHYIO COOCTBEHHOCTD.

TepMI/IH CHMHTCJUICKTYaJlbHaA COOCTBEHHOCTEY OTHOCHUTCS K Pa3IMYHBIM TBOPCHUAM
YEJIOBEYECKOT0 yMa, HaUYMHas C HOBBIX M300PETEHHUI M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TMPOJYKTHI U YCIIYTH , ¥ 3aKaHYMBasi KHUTaMH, GoTorpadusMu, KHHOPHIEMaMH U
MY3BIKaJTbHBIMH ITPOU3BEACHUSMHU.

ABTOpCKHE MpaBa - 3TO MpaBa Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BECHHS HAYKH,
JTUTEPaTyphl U UCKyCcCTBA. ABTOPCKHUE MpaBa BHICTYINAIOT B KAUE€CTBE FapaHTUH TOTO, UYTO
MHTEJUIEKTYaJIbHBIH/ TBOPUECKUM TPY/ aBTOpa HE OyAeT HallpacHbIM, JaCT €My CIpaBeJIBbIC
BO3MOXHOCTH 3apaboTaTh Ha Pe3y/IbTaTax CBOErO TPYAA, MOJIYUYUTh U3BECTHOCTH U MPU3HAHUE.
Hukro 6e3 paspernienust aBTopa He MOXKET BOCIIPOU3BOIUTH €T0 MPOU3BEACHUE, PACIIPOCTPAHSITD,
MyOJIMYHO IEMOHCTPUPOBATh, IPOAABATh, UMIOPTUPOBATH, ITYCKATh B MIPOKAT, MyOIUYHO
UCIOJIHATH, OKA3bIBaTh/UCIOJIHATH B 3upe uim pazmeniats B lHTepHeTe.

Hcnonn3oBanue «IIHPATCKOIr'0» IIpOorpaMMHOro o0OecrieueHust MOKET IIPpUBECTH K MHOTHM
pUCKaM: OT IIOTCPU JAHHBIX K TBOUM dKKAYHTaAM 0 6J'IOKI/IpOBKI/I TBOCI'O YCTPOﬁCTBa, rac
YCTaHOBJICHHbIﬁ HC JICTaJIbHAA IIporpamMmma. He cTout Takxke 3a6BIBaTB, 4TO CYHICCTBYCT
JIETAJIbHBIE U OECIIJIATHBIE [IporpamMmanl, KOTOPbIC MOKHO HalTHU B CETH.

O noprasue
CeteBU4OK.p( - TBOI TJIaBHBIN COBETYHK B CETH. 3[IECh Thl MOKEIIb Y3HATh O 0€30TTaCHOCTH B
CETH MOHSATHBIM U JOCTYITHBIM SI3BIKOM, & MIPU BO3HUKHOBEHUHU KPUTUYECKOU CUTYaAIlHH

00paTUThCS 32 COBETOM. A TakKe MPHUHATH yU4acTHe B KOHKYpPCaX U CTaTh CaMbIM HU(PPOBBIM
rpakJIaHUHOM !

[Tucemo Muno6pnayku Poccun ot 14.05.2018 Ne 08-1184 "O nanpasnenun uadopmarum”
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